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YTBEPXK/IAIO:
["eHepasbHbIil AHPEKTOP

HHGOPMALIHI B HEANX NPOTHBOACTHCTBIS HEIAKONNLIM (UHANCOBLIM ONIEPALIIM.

1. 000 MKK bpsanckuit kowenex 8 pamkax cobioenus rpeGosainit [Tonoxenus banka
Poccun or 17.04.2019 Ne 684-11 «llonokennsn 06 ycranomnenuu o6a3areabbiX JUIs
HCKPEAMTHLIX (PHHAHCOBBIX Opranu3aimii TpeGoainii K obecnevennio 3aumTel HHGopMauHu
NPH OCYUICCTRICHHH JCATEILHOCTH B cepe (PMHAHCOBLIX PHIHKOB B HE/sNX NPOTHBOACHCTBHA
OCYUIECTBICHHIO HEIAKOHHBIX (DMHAHCOBLIX ONEPAUMily  YBEJOMJACT CBOMX KIHCHTOB
HCNOJIB3YIOUINX  ABTOMATHIMPOBAHNBIC CHCTEMBI JUIA NOJIyuelns, noarorosku, oGpaborky,
nepeiaun M XpaHeHns HHPOPMALMK B HTEKTPOHHOIN (OPME O BOIMOKHBIX PHCKAX TONYUCHHA
HECAHKIUHOHHPOBAHHOIO J0CTYNAa K MHPOPMALIMH, € LEABIO OCYLIECTBACHHA (DPHHAHCOBBIX
onepaumii aniamMu, He o0JANAIOUIIMI TIPABOM X OCYLICCTBACHHA, B TOM YHCIE NPH yTpare
(HOTCPC. XllluL‘IHlM) KIIHCHTOM )‘c‘xpnncnlu. C HCHOJLIOBAHHEM KOTOPOro MM COBEPLIVIMCH
ACHCTBHS B LEASX  OcywecTnaenus (Guuancosoit onepaunn u HEOOXOAUMOCTH  3AUNTHI
HHPOPMALIMKM OT BOIACHCTBHA NPOrPAMMHLIX KOJAOB, NMPHBOAIUMX K HAPYLIEHHIO WITATHOIO
(DYHKUHOHHPOBAHUA CPEJACTBA  BLIMHCIHTCALHON TEXHHKH, CBOCBPEMEHHOMY O0GHAPYKEHHIO
BO3/ICHCTBISA BPEJOHOCHOTO KOJIA.

2. B uensx npeaoTBpauleHus HECAHKUMOHMPOBAHHOIO JOCTYNA K MHOOPMALMH M
HApYIICHHs WTATHOrO (PYHKUHOHHPOBAHMS CPEACTBA BLIMMCAHTENLHON Texuukn 000 MKK
bpanexuil koweadx peKOMEHIYET CCAYIOUHE MEPBI 3ALLHTBI:

2.1. B uensx 3ammThl MOOHJIBHBIX YCTPOHCTB:

. (‘lmcupcmcuuo YCTaHaBJIMBANTC obnosenus 6e30MacHOCTH oncpuuuouuofl CHCTEMDI;

* Jlpn HAIHYMH TEXHHYECKOH BOIMOXKHOCTH BKJIOUHTE WH(pPOBaHHE AAHHBIX HA CBOEM
MOOHIBLHOM YCTpOiCTBE;

* He orkmnouaiite M He B3aMbIBaiTe BCTPOCHHBIC MCXAHH3MBI OezonacHocTH Bawero
MOGHJILHOTO YCTpOiiCTBa;

* Coxpausiite B TaiiHe Bawm wums nonpiosarens (JIOrMH), nmaponb Ui J0cCTyna B
undopmaumonnsie cuctembl ¥ CMC-xozer. He cooGuiaiite 5ti annbie HUKOMY;

*  VYyeTHble 3aNMCH ONEPAHMOHHON CHCTEMbI JIOJDKHBI OBITH 3alUMILEHBI TAPONAMH;

* He xpanuTe JIOrHH ¥ napoib B MoOHILHOM Tenedone, cmaptdhone;

= PerynsipHo npoM3BOJMTE CMENY NapoJieit;

* He ucnons3yiite 0AMHAKOBBIC TOTHH W NAPOJIL JUIS JIOCTYTIA K PA3THYHBIM CHCTEMAM;

* Jlnuna napons ao/okna OGeiTh He Menee 8 CHMBOJIOB;

* B napone o6s3aTenbHO JO/KHBI NIPHCYTCTBOBAThL 3arJIaBHBIC M MPOMHMCHBIE CHMBOIbI,
uH(pbI, a TAKXKE CreHaILHEIE CHMBOJIBL, HANpuMep, #, %, *, * u T.A.;

= He ucnonp3yiite GyHKUMIO 3aOMHUHAHKS JIOTHHA H 11APOJIS;

* B kayecTBe NapoJis He CHEyeT HCIO/B30BATh UM, PAMUIINIO, JIEHb POXKICHNS W IPyTHe
naMsATHeIE ZaThl, HOMep Tenedona, aBTOMOOM/IA, aapec MECTOKMTENLCTBA M JpYyrHe
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JNILE,  KOTOpKEe  MOPYT Onirn II(Illﬂﬁl)nlIM VIOYMBIIEHIHKOM  11yTeM  aininm

WHGOPMAIING O HOAKIONATE e}
He nponsnocire  neayx, ne Samennalire 1oHe Xpare o moGoM  AocryioM

TOCTOPONIIM JIMILAM MECTE HIPOJIL.

2.2, 13 1NN SAHINTE NEPCONILILIX KOMITLIOTEPON:

NCHOARIYITE TONLKO JIENINONNOE CHETEMIOE I IPHKALINOE [IPOTpUMMItoe
obecrenenie;

YETAHOIETE 1 KOMILIOTED TO/LKO O/IY ONEPAIIOININAA CHCTEM;

e yeranawupalite 0oe nenonayTe 1o KOMILIOTEPe  HPOTpaMMii JUiA
YAMICHIONO YHPAWICII, HAlpHMep TeamViewe:

YETanomITe W Peryupio oGHONMITE MITHIIPYCHLIC TIPOIPAMMLI (nanpumep,
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

ChoenpeMeniio  HIpoRoTe  OGHOWICHHE — CHCTEMIONO W [PHKALIOFO
HPOrpaMmioro obecnenennm.

U poeryna K I|Illl)l)[!Mull"()lllll-ﬂ! CHCTEManM He IICII(DIII-'Iyﬂ'c OGIHCIIOC’I’)’III"JC
KOMITLWOTepLl (nmlplmcp. )‘Clﬂllllllllcl’lll-lt‘ II‘ I!IIICP“C”-KM'JC, rucmumu:).
nyGamaie Gecnpononie cent (Gecruiaminii Wi-Fi u npouce)

nupn nepejutie IIII(]I\Y]’)MHI[“II C NCHOASOBAINEM UYAKHX KOMIBIOTEPOD, nocie
JanepuICHs neex uucpnuull y()l‘llIHL'Cl-, HTO HEPCONWILILIC niiLe W Apyraz
||m|mpmun|u HE COXPAIUING L

He  nepejanafite  HEPCOMMALIBIX  JIMILIX W ol kondmaenumanuioh
WHQOPMALIGE TIPI HOAYUCHII IHCEM 110 DACKTPONNOR novre o1 AxoGut
npejcraniresncit Gankon i ILX (punanconLIx opramnIaiui, ecan nomyuenne
TAKHX IHCEM HIHIHPOBAIIO e Bami;

e NEPEXOAMTE 110 CORLIKAM B TAKHX [HCLMAX, e OTKpLbaiTe BAOKCHILIC
NPIIOKEHINA (TAKIE PECYPehl MOTYT COACPKATL BPEAOHOCHOE NPOrPAMMIOE
obecnevenne);

B caydae  oGHApYKENUA  HOAOIPHTCALILIX  AchCTBHA,  copeplueHiux B
KoMneloTepe, HEIAMCUINTCALIO CMCHITC JIOTHI W 11ApOJIL;

npu OGHAPYKEHMI  COBEPIICHIMA  NEIAKONILIX  (pHHalCcOBLIX  Onepauuh  ~
HEIAMCUIITEABLIO NOAAITE JAXNICHNE O JHIOM (JAKTE B IIPABOOXPAHHTELILIC
OpranLl it COXPANITE AOKAIATENLCTA JANI0T0 (akta b yerpolicTne,

npi paGote ¢ MULIMIC HOCHTEAAMI HidopMaty  nepe navaiom  paboTid
ocymecTnaniiTe X IPOBEPKY 1A NPEAMET OTCYTCTRIA KOMIBIOTEPHLIX BHPYCOB,

2.3, B uemsx samwtei WiOpMAl 0T BOACHCTBHA NPOrpaMMITLIX KOAOB,
NPHBOJAINX K HAPYWICHHIO  WITATHOIO  (hyHKIMONMPODAIHA  CPEACTBA
DEIMHCANTEALHON TEXINKI:
*  oGuoBAAITE AITHBMPYCHLIC [POFPAMMEI HA MIOCTOANNOR OCHOBE;
*  ocymecrnaaiite peryspibii KONTPOJIL paGorocnocobnocTn
AUTHBHPYCHBIX TPOIPAMM;
*  cosnaiite ycaosus, npu Kl)l(‘phlx HEBOIMOKHO HECAHKIHONHPOBAHHOE
OTKJIOUCHMSA CPEICTH ANTHBHPYCHOR 3L TR,
0 anTupHpycHas JAUHTA J10JKHA ()GI.'CIIC'IIIIILI‘KI. coxpanenue GesonacHoro
cocTosnmst inopmauni npu 1obux c6osx;
®  BLINECHTE APJLIK JUIS 3aNYyCKA aiTMBHPYCHON nporpamMMul Ha paboumf
CTOJI NEPCOHATLHOIO KOMILIOTEPA H HCTIONLIYATE €ro peryasapHo,





